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Agreement

Controllers &

Incident Processors

Resp./Mgt. Lawful basic for
Processing

Data (4
\

Protection

-
\_ Assessment

Cross-Border ™
J

Data Transfer

@) ')
DPIA (Data Data
Data Risk
Protection Impact Classification oevel
Assessment)
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Data
Processing User Requests
Agreement

Government
Requests

Duties &
Responsibility
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Legiti-
LG
Interest

Vital Public

Contract Consent Interest Task
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n1sann1 Data Classification

Data Data

Prolifera-
tion

Data Risk Data

Discovery Level Protection

Special Categories/ Sensitive Data
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General Data Protection Regulation (GDPR), Information Commissioner’s Office (ICO)
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How do we carry out a DPIA? Identify need

for DPIA
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A A v, Review processing

(AednSuaziainin)

Monitoring and Descript the

Documentation

and Planning Consider

consultation

Identify Assess
measures to necessity and
mitigate risk proportionality

Identify and

Assess risks
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*You may not have to
carry out a DPIA if
You are processing

on the basis of legal
obligation or public
task
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Consent

Management Cookie Consent

Management
Cyber Security

and Data O (/

Protection

- Data
@) \  subject Right

Data Protection ™
J
By Default

Data Protection management

by Design
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Confidentiality

Access, distribution and Modification, Corruption

Publicization and Tamping

Threat
Occurrence
Probability

AR
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High

Avalilability

Unplanned loss, Destruction

and Unavailability

Medium High
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Risk level - Low, Medium, High

Risk >
Organization N’:j@liﬂ’liﬂ')ﬂ?&l?\’luﬂz’l&l
Assessment anasdasananinaany
Security Measures « ¢
(Security) N133IANITIBIANT
SRz, ST AL Risy Measures for Low Risk, Medium Risk or High Risk
or ENISA (SME) ‘o )
N(o
W,
’ Wea. o
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> 4, Technical o " o o
94 ANNNnAIUaaaNYLY
Security Measures NAkA
Low  Medium  High Measures for Low Risk, Medium Risk or High Risk
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Policy and Procedure

Role and
Responsibility

Access Control Policy

Resource/Asset
Management

—— Change Management

@ Human Resources

Incident Handling/ [ Confidentiality of J

Personal Data Breach personal

<
]

Bussines Continuity

Organization Security Measures

Low Medium High
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Access Control and Network/Communication
@ Authentication @ security

Application Lifecycle
@ Security
[

@ Back-ups Data Deletion/Disposal

@ Physical Security
@

— Sy
[ Workstation ) . .
" security | Technical Security Measures

@ Logging and Monitoring
(

<

Mobile/Portable devices

@ Security of data at rest

Low Medium High
AR
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Cyber Security Data Protection
(Security) (Privacy)
CSA, NIST, ENISA, 1ISO27001 PDPA, GDPR, |soz77o1j

/ \ DPIA (Data
db F::RTINET
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1. Data
14. Loss
Application Prevention @
Lifecycle (DLP) 2. Access

Security Control
W) (2FA)

o 1;’;. Data @
...1R9NUN1S Disposal 3. File/Data

Integrity
(FIM)

Atunnel LD b B

12.
Business

Llasuuilag o 4. Bramch

Detection
(DDoS/ADC) -

LL fgﬂ"ll “aﬁﬂ Prevention

L ALNENDNA . .
= u 11. Backup 5. Network/

Comm.
Security
(NGFW)

10.
Physical
Security 6. Mobile
Security

(MDM/EMM)

8. Incident
Response/
Mgt.
(SOAR)

.. LLANLUANIS
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ALdngtalag
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User Awareness
and Training
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FortiGate Next Generation Firewalls

Advanced Threat Detection |

Threat Prevention |

__—NGFW | 1. Data
Loss 2. Access
Prevention Control

N ’
nmw ¢ {y) + g+ N ) .
I KX @

Firewall App Intrusion Data Loss Antivirus  URL Filtering ~ Sandboxing Web App. 4 Breach

VPN Control Prevention  Prevention Firewall S 5 Networkl

and Comm.

a l Prevention Security
SSL Inspection

Purpose-built Security Processor delivers best performance

= |ntegrate various point products into NGFW Features
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Security Operation Center (SOC)

» Unified Response Management

« Automated Response via Playbooks
SOC Optimization (Workflow)

Alert Triage Automation
SOC Collaboration

Standard Process

4. Breach
Detection
and

8. Incident

Response/

Prevention Mgt.

Security Pivacy

AalR
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'S VA, Pen Test, AST
® SAST, DAST

14.
Application
Lifecycle
Security
(VA/PT)

13. Data
Disposal

 (oDosiADC)

11. Backup

6. Mobile
Security
(MDM/EMM)
9.
Encryption 8. Incident
Response/

(s%%ha)
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CWP FortiSASE Cloud CLOUD .
FortiSandbox Cloud Alibaba Cloud
1 FortiMail Cloud
/ FortiWeb Cloud
FortiCASB/FortiCWP
55 AN =
23 Dropbox 1] Office 365
Sandbox
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L_E' WAF N:; mmnn® @@9

L > < > }}
Ndg

w  WAF
J
Container Security 24 A

NGFW ‘
o
SIEM Analyzer Manager v’
3 4

— (5 <\> N @B E O

TR WAF Mail Sandbox openstack Bare-metal BD;JS
< Security
by, < : :
ﬂ WAF i Enterprise Data Center / Branch Office
- a End-to-End Automation Operational Simplicity Cloud Security Components
. . * Policy Enforcement Connector
Sandbox « Single Policy Set across all deployments . .
@ @ ‘ « Leverage metadata instead of traditional IP in Management./ Anallytlcs
= . security policies * Next Generation Firewall
\_ « Automated workload and metadata discovery * Compliance Automation
AWS Azure « Centralized management & analytics across * Advanced Threat Protection
CFT ARM deployments * VPN IPSec Tunnels
* Intuitive visibility * Web Application Firewall
..’ * Automated VPN provisioning for multi-cloud * Identity and Access Management
amn 0 connectivity + Cloud Access Security Broker
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